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using Smart Card and
Android on Web
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MOTIVATION y

® User authentication

® Popularity of android smartphones

® Smart cards




OBJECTIVE

An alternative approach for a secure user
authentication which provides mutual entity
verification using smartphone and smart
card for web.
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SOMETHING YOU KNOW

® Top password
123456

Username : admin
Password : admin
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SOMETHING YOU KNOW

® Password reuse

Crucial problem
AVG 3.9 times same password
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2014 - Australian and New Zealand
iCloud users were affected, Apple
devices got locked for ransom.
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SOMETHING YOU KNOW
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SOMETHING YOU KNOW ‘

Learn about unsafe accounts

e Password Checkup wherever you sign in
Chrome Extension .. |
by Google . *r » S mE e sar B O
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% %!
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https://chrome.google.com/webstore/detail/password-checkup/pncabnpcffmalkkjpajodfhijclecjno?hl=en
https://chrome.google.com/webstore/detail/password-checkup/pncabnpcffmalkkjpajodfhijclecjno?hl=en
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SOMETHING YOU ARE

® Social Engineering And Emerging
Multimedia Technologies - BSides
Munich 2018

by Carl Schoeller

https://www.youtuhe . commwatch?v=rUVSsBChHis&kindex=14&list=PLENSHIRDvZ-etExLvFS766VODOCKITS Zx
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SOMETHING YOU ARE
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SOMETHING YOU HAVE
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SOMETHING YOU HAVE

® Authenticator
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I el by Feimss OV s ldersily b P eyapewf Swspa s e i sevsl b § YRR T

S T ey e

., 6000% i v
National Identity Card

| For card enquinies please call
1 0300 330 0000 or visit
waw direct gov. uk/Sidentity

.
— T

L] ¥ 2 j 3
1 ‘L‘_ H‘r ﬂ >, 3

LR i INa S <<<<<
MIGFSREAIIEINY I NERE< <
BERENBALES F O ARMIDAY ]

il - P i F g T {J.'-. " .I_.-\.I
M British Citizen AP ey
Uit A7 LuliP [efe 5 ooy § s oF Eetful s 3

07 VRN R

Tifdm ~Ff M| Sy 55 AlTECTW Pkl § WGSBS A e
& i
et il LG
-
bt ] T o P P i Ere Dhabm 14 wagvw s Dl o sstgnemiiie & -
hittps://www.flickr.com/photos/zapthedingbaty ¥
01855 71) 1. preg
.. E - P,

https:/fwww.flickr.com/photos/zapthedingbat,
0822010/



https://www.flickr.com/photos/zapthedingbat/4500185771/in/photostream/
https://www.flickr.com/photos/zapthedingbat/4500185771/in/photostream/
https://www.flickr.com/photos/zapthedingbat/4500822010/in/photostream/
https://www.flickr.com/photos/zapthedingbat/4500822010/in/photostream/

SMART CARD

— provider sacunty domamn

/

| card manages issuer application

® OpenPlatform ‘e X -
® JCOP |

provider applhicabon

Open Platform API runtime environment

provider securty domain

Hanl W, & Emrg, W, (2004 ) SmaT oand hanobaok, Jonmn wilkey & Sons



SMART CARD

card manager
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SMART CARD

M c|cctron beam tester

CHIP RAM CELLS
MAGNIFIED 1000 x Rankl, W, & Efng, W, (2004), Smat card handbook, John Wiley & Sons MAGNIFIED 3000 x
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PROPOSED SOLUTION

SmartAuth, multi-factor authentication
using smart card and android on web with

public key cryptography.
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SMARTCARD MODULE

NFC Technology Protocol Description

NfcA NFC-A (ISO 14443-3A)

NfcB NFC-B (150 14443-3B)

NfcF NFC-F (JIS 8319-4)
LRIV, o i . _ _ NFC-V (I15015693) _ _ _ |
| IsoDep ISO-DEP (1SO 14443-4) \
'Ndef | NFCForum data format

NdefFormatable NDEF formattable

LA NS Pl P2 Lc field data field Le field

header body

APDU - Application protocol data unit
ISO/IEC 7816-4

java Card PKI
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FIPS196 ON WEB

T [TokenID[|[[Cort Al TokenAB
.'-.-
[TokenID)| [Cert ]| TokenHEA2
L. ) B i » "TWIMNT s 3
B L ALY, i |
A B
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rootiEgSecurage:/opt/avispa-1.1l/contrib# avispa smartauth.hlpsl —--ofmc
£ OFMC

£ Version of 2006/02/13
SUMMA R'Y";

SAFE ,
DETAILS
BOUNDED NUMBER OF SESSIONS
PROTOCOL
/opt/avispa-l1.1l/testsuite/results/smartauth.if
GOAL
as specified
BACKEND
OFMC
COMMENTS
STATISTICS
parseTime: 0.00=s
searchTime: 0.42=
visitedNodes: 578 nodes
depth: 10 plies
root@Securage:/opt/avispa-1.1/concrib# l




SECURITY ANALYSIS

Mutual Entity Verification

Replay Attack Defense

Man-in-the-middle attack Defense /

Phishing Attack Protection




FUTURE WORK y

e FIPS196 archived - October 19, 2015

Latest revision - (February 18,
1997)



FUTURE WORK

e Elliptic Curve Cryptography i

ECC Key Size RSA Security Equivalent
224 bit 2048 bit
256 bil 3072 bi
256 bit 072 bit - + 3
384 bil 7680 bit
521 hit 15360 bit

https://blog.gemalto.com/security/2015/01/27/elliptic-curve-cryptography-comes-of-age-small-keys-unlo
ck-a-big-future/
hiHroe-iBloo aoodandiencre comiverv-lacir-allintic-crirve-crynfonranby-T6edBr 4 9e 0



https://blog.gemalto.com/security/2015/01/27/elliptic-curve-cryptography-comes-of-age-small-keys-unlock-a-big-future/
https://blog.gemalto.com/security/2015/01/27/elliptic-curve-cryptography-comes-of-age-small-keys-unlock-a-big-future/
https://blog.goodaudience.com/very-basic-elliptic-curve-cryptography-16c4f6c349ed

SMARTCARD WALLET

e Bitcoin elliptic curve - Secp256k1

Blockchain

Broadcast
ransacuons
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AWARENESS

Know the threat
r el Bl I — el P ——— ﬁ

1 i 4] Wil = DT } ] j§ 1 |

J

=
—

]

How you can pratect yoursell rom differsnt threats



REFERENCES y



& @M Shahbaz A

m https://www.linkedin.com/in/mr-muhammad-shahbaz/

M mr.shahbaz.aslam@gmail.com


https://twitter.com/M_Shahbaz_A

	Folie 1
	Folie 2
	Folie 3
	Folie 4
	Heading
	Heading
	Folie 7
	Folie 8
	Folie 9
	Folie 10
	Folie 11
	Folie 12
	Folie 13
	Folie 14
	Folie 15
	Folie 16
	Folie 17
	Folie 18
	Folie 19
	Folie 20
	Folie 21
	Folie 22
	Folie 23
	Folie 24
	Folie 25
	Folie 26
	Folie 27
	Folie 28
	Folie 29
	Folie 30
	Folie 31
	Folie 32
	Folie 33
	Folie 34
	Folie 35
	Folie 36
	Folie 37
	Folie 38
	Folie 39
	Folie 40
	Folie 41
	Folie 42
	Folie 43
	Folie 44
	Folie 45
	Folie 46
	Folie 47
	Folie 48
	Folie 49
	Folie 50
	Folie 51
	Folie 52
	Folie 53
	Folie 54
	Folie 55

